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*** BEGIN CHANGES ***

X.a	Protection of data and analytics exchange in roaming case

X.a.2 Protection of analytics exchange in roaming case
X.a.2.1 Policies configured in roaming entry NWDAF producer


Pre-requisite: 
- Roaming entry NWDAF producer need to pre-configured a list of allowed analytics per PLMNs
Step 1: NWDAFc send  Nnwdaf_RoamingAnalytics_Subscribe/Request message  to NWDAFp to request analytics.
Step 7: The roaming entry NWDAFp verifies the service request, including verifying token, PLMN ID and whether the  the requested analytics is allowed to exposure per PLMN by pre-configured policies. 
Step 8: Analytics anonymization or desensitization based on operator’s policy.
NOTE: The anonymization or desensitization method of data or analytics should be left for implementation.
Step 9: NWDAFp returns the requested analytics to NWDAFc.

X.a.2.2 Policies configured in NRF


Pre-requisite: 
- NRF need to pre-configured a list of allowed analytics per PLMNs
Step 1: NWDAFc send token request to the vNRF, the message should carry the NF consumer type, target NF type, expected NF Service name, home and serving PLMNs and requested analytics information(e.g. Analytics ID).
NOTE: The requested data type that would be verified by hNRF could be the requested data information such as data/analytics specification. The data/analytics specification is specified in TS 23.288[5] clause 5A.2, it is the "Service Operation" specific parameters that identify the collected data (i.e. Analytics ID(s) / Event ID (s), Target of Analytics Reporting or Target of Event Reporting, Analytics Filter or Event Filter, etc.). For example, the hNRF can configure a list to indicate which data or data type can be provided to other PLMNs.
Step 2: vNRF forward the token request and the parameters to hNRF. 
Step 3: The home network hNRF verifies the token get request, then determines whether the requested analytics can be obtained by the visited operator according to the local policy and the pre-configuration.
Step 4: If the verification success, hNRF issue the token to vNRF, and the allowed analytics per PLMNs should be indicated in the token.
Step 5: The vNRF shall forward the Token_Get Response to NWDAFc
Step 6: NWDAFc send  Nnwdaf_RoamingAnalytics_Subscribe/Request message with token and the requested analytics to NWDAFp.
Step 7: The roaming entry NWDAFp verifies the service request, including verifying token, PLMN ID and whether the allowed analytics in the token is consistent with the requested analytics. 
Step 8: Analytics anonymization or desensitization based on operator’s policy.
NOTE: The anonymization or desensitization method of data or analytics should be left for implementation.
Step 9: NWDAFp returns the requested analytics to NWDAFc.






*** END CHANGES ***
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